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RE: CC Docket 93-292 /
Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
defavlt pasgwerds which are well Inown within the hacker community, Passwords chould be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared Liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only *hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which arc well known withii the hacker commaunity. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the tol! frand
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevennon programs an¢ educational services. If toll fraud occurs and one of the parties should
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only "hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are weli known wiihin the hacker commiunity. Passwords shouid be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring,all.trafficwthere wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only ’hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only ’hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

W P (gt
Vern D. Olson

Director of Communications
UTAH COUNTY

2855 South State Street
Provo, Utah 84606
801-370-8600

Sincerely,
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have tzken each and every protecnve step recommended by the IXC’s and CPE vendors to secure
my systems, T can still experience toll fraud. It is impessible to secure my system 100% from
fraud.

PBX owners should net be responsible for 100% of the toll fraud if we don’t control 100% of

our destiny. Since our destiny is not only controlled by our PBX security ymvﬁom, but also
by the information, sérvices and equipment provided IXCs, LECs and CPEs, the law should
reflect that. - It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to wam customers and therefore,
no real incentive to stop fraud.

CPE:s should be required to provide wamnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
defauit passwords which are well kaowix withis the hacker community. Fasswords should be
created during the installaticn of the equipment with the customers full knowiedge. CPEs should
be required to inclide security-related hardware and software in the price of their systems. When
- you buy a car, the lock and key are provided in. the design and price of the car.- Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guasd
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are {00 expensive for smaller companies and the educational informatiin is
perficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, iarge and small, are vulnerable to toll fraud. If the IXCﬁ“were
monitoring all traffic, there wouldn’t be any cascs of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the pmvxsxons gutlmed in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause. '

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only ’hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure

my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker comimunity. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only 'hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

3, : AL
”\‘X/L&/lbrj\ﬂ\\QCL O,

Barbara McCusker '

Sr. Telcommunications Analyst
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RE: CC Docket 93-292

——

Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPE:s should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll frand
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptoin of the problem of toll fraud and not the
calse.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only ’hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,
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Dear Mr. Canton;

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud As a telecommumcauons professional who is responsible for my company’s :

have u.ken each and every protecuve step roecommended by the IXC’s and CPE vendors to secure
my sysiems, I can, still expenencc wll fraud It is mmmmg to secure my systctm 100% from
fraud.
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PBX owners. wm«ue r&spcmsﬁte for IW%*of 'the toll fraud if we-don’t’ contﬁi 100% of

our destiny. Since-our destiny is-not only controlied by our PBX security precautibns, but also
b} the .nfo'matlon, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that.. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in thig issue, have absolutely no legal obligations to warn customers and therefore,
ne real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
defauit passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers fuli knowledge. CPEs should

te raquirsd to include security-related hardware and software in the price of their systoms. When
you ouy a car, the lock and key are provided in the design and price of the car. Nai an adjunct
ot you have o purchase later,

While the programs offered by TXCs, such as MCI Detect, AT&T NetProtect and Syrmt Guard
have broken new: gmund in'reiation to preventing toli- fraud, they still don’t do enoligh. . Some of
these services arg.gon-expensive for smaller companies and the educatiorial information is
superficial. Mo #ing by the 1XCs should be a part of the basic interexchange sesvice
offerings, as all mtnpames large and smiall, are vuinerabic to toll fraud. If the IXCs were

momtormg QL mﬂ‘ic, there wouldn’t be any cases of toll fraud for pmods iongcrﬁian a da-i.
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Adult Medicine
B. CLAIRE BARKER, MD
GARLAND E. BYRON, MD
ERIC D. DUNCAN, MD
HARLAN J. FAILOR, MD
KEVIN B. GARNER, MD
JOHN E. GOCKE, MD
WALTER R. GONZALEZ, MD
LYNN M. GRABHER, MD
THOMAS J. HALLORAN, MD
ROBERT M. HEALY, MD
JOHN F. HILL, MD
PHILIP B. JOHNSON, MD
JEFFREY P. KYROUAC, MD'
LESTER L. NIDER, MD
ROBERT C. PARKER JR., MD
LORI L. PEGRAM, MD -
ALAN A. PETERSON, MD
ANNILEE ROHRSCHEIB, MD
TIMOTHY R. SCOTT. MD
ROBERT M. SCULLY, MD
RICHARD M. SNOWDEN, MD
JOHN F. STOLL, MD
MARK J. ZAWODNIAK, MD

Allergy - Adult

ROBERT E. SOSTHEIM, MD
JOHN ZECH, MD

Anesthesiology

ERIC S. BIANCHINI, MD

DEBBIE S. BOOTON, MD
RAYMOND L. BURNHAM, MD
ERIC P.S. HO, MD

ELIZABETH C. HOSICK, MD
JAMES A. HUNTER Ill, MD

D. CRAIG KLUMP, MD

GORDON R. MONTGOMERY, MD
AHMED SAID, MD

Cardiology
BRUCE HANDLER, MD
JAMES J. HINES, MD
DAVID W. MORSE, MD
DANIEL B. NELSON, MD
JOHN W. POLLARD, MD
RAYMOND J. SUCHOR, MD
ROBERT J. TWOHEY, MD

Cardiovascular & Thoracic
Surgery ) ‘
TIMOTHY L. CONNELLY, MD

L. SCOTT COOK, MD, PHD

Colon and Rectal Surgery

JULIUS C. BONELLO, MD
LYN E. TANGEN, MD

Dermatology
SIDNEY A. HOCHMAN, MD
ANN E. TICE, MD
ROBERT L. WOLF, MD

Emergency Medicine
JAMES L. BARKMEIER, DO
DONALD G. BARTLETT, MD
JEFFREY K. JOHNSON, MD
NAPOLEON B. KNIGHT JR., MD
GREGORY H. SMITH, MD
W. BEN WELCH, MD
JENS A. YAMBERT, MD

Endocrinology and Métabolism™
ROBERT W. KIRBY, MD
KATHRYN A. WILSON, MD
PAUL R. WILSON, MD

Facial Plastic Surgery
RONALD C. RUSSO, MD

Family Practice

JOHN G. ADAMS, MD
EDMUND G. ANDRACKI, MD
JOYCE W. BEITEL, MD
STEPHEN J. BELGRAVE, MD
DAVID P. CONNER, MD
MICHAEL T. DAY, MD

JAMES E. DEBOER, MD
DAVID B. DUNN, MD

ALLAN E. FILE, MD

JEFFREY L. FRASER, MD
BRUCE W. KAPLAN, MD
KEVIN J. KIRBY, MD
FRANCES KRAMER, MD
WILLIAM K. LANKER, MD
JAMES C. LEONARD, MD
MARK A. LINDSTROM, DO
KATHERINE S. LOUTREL, MD
TERESA M. MARGANSKI, MD
ANN C. MARTY, MD

TAMARA T. MITCHELL, MD
WILLIAM L. NEIL, MD
JEFFREY S. ROBERTS, MD
PAUL A. SCHAAP, MD
THOMAS C. SCHREPFER, MD
JOHN R. SELLETT, MD
MICHAEL L. SHOEMAKER, MD

Family Practice (cont’d)
JEFFREY V. SWEARINGEN, MD
ROBERT J. TURNGREN, MD
KURT J. WARKENTHIEN, MD
EDWARD S. WARREN, MD
PETRA K. WARREN, MD
DAVID K. WEBB, MD
DAVID L. WHITEHILL, MD
MICHAEL J. WOODS, MD
PAUL W. YARDY, MD
GRANT A. ZEHR, MD

Gastroenterology - Adult
E. RICHARD ENSRUD, MD
EUGENE GREENBERG, MD
GARY R. GRIGLIONE, MD
CHARLES L. LANSFORD, MD

General Surgery
MARK E. FAITH, MD
GAIL B. HAJJAR, MD
RICHARD B. HELFRICH, MD
JAN GEORGE KOTYNEK, MD
L. ROYCE LARSEN, MD

Geriatrics
DAVID L. BOYD, MD

Hematology

JAMES R. EGNER, MD
JESSIE G. HOUSTON, MD

Infectious Diseases

BARRY C. FOX, MD
THOMAS J. SPECH, MD

Neonatology

KIM N. GELKE, MD
WILLIAM C. STRATTON, MD

Nephrology

STEPHEN R. HUMPHERYS, MD
ANTHONY PAPADOPQULOS, MD

Neurology - Adult
KENNETH S. ARONSON, MD
HARRY L. BREMER, MD
ROBERT E. CRANSTON, MD
DELBERT W. NELSON, MD

Neuro-Ophthaimology
PATRICIA K. JOHNSTON, MD

Neurosurgery
CARL J. BELBER, MD -
JEROME B. KAUFMAN, MD
RICHARD A. RAK, MD

Obstetrics and Gynecology
MELINDA A. DABROWSKI, MD
NANCY E. FAY, MD
THEODORE W. FRANK, MD
MERRILL W. HUFFMAN, MD
JOHN C. MASON, MD
J. ROGER POWELL. MD
REBECCA A. WAGNER. MD

Occupational Medicine
WALTER J. MAGUIRE, MD
ROBERT W. QUIGG, MD
THOMAS L. SUTTER, DO

Oncology
JAMES R. EGNER, MD
ALAN K. HATFIELD, MD
PATRICIA A. JOHNSON, MD, PHD
KENDRITH M. ROWLAND JR., MD

Ophthalmology
BETTE ANDERSON. MD
ROGER A. EWALD, MD
DOUGLAS L. GRAY, MD
DAVID B. KRAH, MD
VICTOR M. ZION, MD

Optometry
DAVID H. ELLIS, OD
JAMES F. FARON, OD
THOMAS P. MALEE, OD
D. SCOTT OHL, OD

Oral and Maxillofacial Surgery
MICHAEL S. GOLDWASSER, DDS. MD
STEPHEN R. SABOL, DDS

Orthopaedic Consulting
ROBERT D. MUSSEY, MD
DONALD ROSS, MD

Orthopaedic Surgery
CHRIS J. DANGLES, MD
ROBERT A. GURTLER, MD
JAMES J. HARMS, MD
SCOTT V. KLINE, MD
ALAIN F. MENGUY, MD
TERRY R. NOONAN, MD

Otolaryngology - Head and Neck
MICHAEL A. NOVAK, MD
VICKI R. PRELL, MD
KENNETH S. WEISS, MD

Pain Treatment
ERIC A. BADDOUR, MD

Pathology

BRADLEY R. MORGAN, MD
CHERIE L. PENNING, MD
RICHARD B. SCHENK, MD
R. BRUCE WELLMAN, MD
CHARLES L. WISSEMAN, MD

Pediatrics
DONNA T. BECK, MD
KATHLEEN M. BUETOW, MD
DONALD F. DAVISON, MD
HOWARD L. DHONAU, MD
WILLIAM A. FARRIS, MD
TERRY F. HATCH, MD
JAMES E. HAUFFE, MD
MALCOLM C. HILL, MD
ANNETTE H. LANSFORD, MD
TYRONE R. MELVIN, MD
JOHN A. MOORE, MD
LORI L. PEGRAM, MD
LEO G. PERUCCA, MD
DANIEL L. PICCHIETT!, MD
BENJAMIN H. ROBBINS JR., MD
FRANK J. STEPHENS, MD
JANE E. STRIEGEL. MD.
STEPHEN P. TRAINOR, MD
ROBERT G. VOIGT. MD

Perinatology

RALPH J. KEHL. MD
Physiatry

CANDYCE D. WILLIAMS, MD

Plastic and Reconstructive Surgery

DONNA L. DE CAMARA, MD
JAMES M. SHERIDAN, MD

Podiatry
PHILLIP K. LOGSDON, DPM

Psychiatry
JOHN P. BECK, MD
LINDA A. DERUM, MD
SIMEON J.E. GRATER, MD
TIMOTHY G. ROBERTS, MD
ARTHUR R. TRAUGOTT. MD
JAMES M. WHISENAND, MD

Psychology
JOSEPH S. ALPER ,PHD
CHRISTINE GRAY, PSYD
GREGG S. HELGESEN. PHD
KIRK O. HAUSER, PHD
MARCIA JEAN KRUG, PHD
DONALD T. MCGROGAN, PHD
PAULA C. MCNITT, PHD
SUSAN E. MINYARD. PHD
HOLLY N. MIRELL, PHD
JUDY K. OSGOOD. PHD

Pulmonary Diseases

DONALD A. GREELEY, MD
CURTIS J. KROCK, MD
DAVID M. MAIN. MD

Radiation Oncology

STEPHEN R. ANDRESEN, MD
THOMAS G. SHANAHAN, MD

Radiology
JOSEPH C. BARKMEIER, MD
RICHARD A. BAYLOR, MD
ROBERT B. DANLEY, MD
THOMAS W. DESCHLER, MD
JON A. HENDRICKSON, MD
BARBARA A. KAMMER, MD
KEVIN D. MOVER, MD
RICHARD P. TAYLOR, MD

Rheumatology

ALBERTO J. MUNOZ, MD
ROBERT S. ZEIDERS. MD

Trauma Surgery
SCOTT H. NORWOOD, MD

Urology
FERNANDO GONZALEZ, MD
WILLIAM J. TOLAND. MD
ROBERT E. WELKE, MD

Administration

JOHN W. POLLARD, MD

ROBERT C. PARKER JR., MD
KENNETH G. BASH, FACMGA
RICHARD D. GREEN, FACMGA
SANDRA W. REIFSTECK, FACMGA
DORAN A. DUNAWAY

ROBERT A. HENDRICKSON
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only "hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

7 dilac Sé/2“1 v

Lauri Pforr
Telecommunications Manager
Carle Clinic Association



MD L@W ELECTRIC MANUFACTURING COMPANY

January 10, 1993

RECEWED
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Acting Secretary JANY'G 1994
Federal Communications Commission
1919 M Street NW | <« FCC MAIL ROOM

Washington, D.C. 20554 |
RE: CC Docket 53-292 \
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure
my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are wcll known within the hacker commuaity. Tasswords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard

have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is

superficial. Monitoring by the IXCs should be a part of the basic interexchange service

offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a dayC r"f“f (
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only "hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Betty Beckgr
Systems Administration



A VICTOR PRODUCTS DIVISION « DANVILLE GASKET PLANT
w
HECEIVED
JAN1 9 199

£CC MAIL ROOM

January 10, 1993

Mr. William F. Canton
Acting Secretary

Federal Communications CPmmission
1919 M Street NW
Washington, D.C. 20554 |

e
———

RE: CC Docket 93-2923

Dear Mr. Canton;

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure

my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX securjty precautions, but also
by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issuc, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
defauit passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later. '

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don't do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
faif to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. 1 do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only ’hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem,

5 ;

Sincerely, y // P
// PARRY 73 ) B

/



o ITT Residential
I TT Capital Corporation

January 12, 1994

t\IAN 1 9 1994

Mr. William F. Canton ‘ T

Acting Secretary ‘ ‘

Federal Communications Commission

1919 M Street NW

Washington, DC 20554

RE:  CC Docket 93-292 |
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning
Toll Fraud. As a telecommunications professional who is responsible for my company's
communications systems, | am encouraged by the proposed rulemaking because even though |
have taken each and every protective step recommended by the IXC's and CPE vendors to
secure my systems, | can still experience toll fraud. It is impossible to secure my system 100%
from fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don't control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
by the information, services and equipment provided 1XCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and
therefore, no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customer's full knowledge. CPEs
should be required to include security-related hardware and software in the price of their
systems. When you buy a car, the lock and key are provided in the design and price of the car.
Not an adjunct that you have to purchase later.

While the programs offered by the IXCs, such as MCI Detect, AT&T NetProtect and Sprint
Guard have broken new ground in relation to preventing toll fraud, they still don't do enough.
Some of these services are too expensive for smaller companies and the educational
information is superficial. Monitoring by the IXCs should be a part of the basic interexchange
service offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs
were monitoring all traffic, there wouldn't be any cases of toll fraud for periods longer than a
day.

As hackers begin new methods of breaking into systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

3301 North Torrey Pines Court ¢ La Jolla, CA 92037-1021
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Mr. William F. Canton
January 12, 1994
Page Two

1 applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner
to secure their equipment, the manufacturer to adequately warn the customer of the toll fraud
risks associated with features of the CPE, and IXCs and LECs to offer detection and prevention
programs and educational services. If toll fraud occurs and one of the parties should fail to
meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should
be shared equally.

However, shared liability only addresses the symptom of the problem of toll fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our
communication systems. While it is the hacker who breaks into the systems and sells the
information, it is the calil sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely,

)

[

(; PR C/UA Al
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Facilities/Telecommunications Coordinator
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Dear Mr. Canton:

It was with great interest I read the recent FCC Notice of Proposed Rulemaking concerning Toll
Fraud. As a telecommunications professional who is responsible for my company’s
communications systems, I am encouraged by the proposed rulemaking because even though I
have taken each and every protective step recommended by the IXC’s and CPE vendors to secure

my systems, I can still experience toll fraud. It is impossible to secure my system 100% from
fraud.

PBX owners should not be responsible for 100% of the toll fraud if we don’t control 100% of
our destiny. Since our destiny is not only controlled by our PBX security precautions, but also
-by the information, services and equipment provided IXCs, LECs and CPEs, the law should
reflect that. It is preposterous to think that the IXCs, LECs and CPEs who all have a very
important part in this issue, have absolutely no legal obligations to warn customers and therefore,
no real incentive to stop fraud.

CPEs should be required to provide warnings about the risks of toll fraud with their equipment
and provide recommended counter methods. It is critical that CPEs ship equipment without
default passwords which are well known within the hacker community. Passwords should be
created during the installation of the equipment with the customers full knowledge. CPEs should
be required to include security-related hardware and software in the price of their systems. When
you buy a car, the lock and key are provided in the design and price of the car. Not an adjunct
that you have to purchase later.

While the programs offered by IXCs, such as MCI Detect, AT&T NetProtect and Sprint Guard
have broken new ground in relation to preventing toll fraud, they still don’t do enough. Some of
these services are too expensive for smaller companies and the educational information is
superficial. Monitoring by the IXCs should be a part of the basic interexchange service
offerings, as all companies, large and small, are vulnerable to toll fraud. If the IXCs were
monitoring all traffic, there wouldn’t be any cases of toll fraud for periods longer than a day.
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As hackers begin new methods of breaking in to systems by using local lines instead of 800
numbers, the LECs should be required to offer monitoring services similar to the IXCs.

I applaud the provisions outlined in the NPRM on shared liability. They are fair and equitable.
Shared liability will require clear definitions of the specific responsibilities of the CPE owner to
secure their equipment, the manufacturer to adequately warn the customer of the of the toll fraud
risks associated with features of the CPE, and the IXCs and LECs to offer detection and
prevention programs and educational services. If toll fraud occurs and one of the parties should
fail to meet these responsibilities and prove to be negligent, then they should bear the cost of the
fraud. I do not believe any damages should be awarded to the aggrieved parties. Should all
parties have met the aforementioned responsibilities, and toll fraud occurs, then liability should be
shared equally.

However, shared liability enly addresses the symptom of the problem of tol! fraud and not the
cause.

The root of this insidious crime of toll fraud is the hacker community. As the information
highway widens, so do the endless opportunities for hackers to compromise our communication
systems. I do not believe it when the hackers state they only "hack’ to gain knowledge. If this
were the case, there wouldn’t be a toll fraud problem. While it is the hacker who breaks in to
the systems and sells the information, it is the call sell operations that truly profit from it.

Until we come up with an adequate method for law enforcement to catch and prosecute these
criminals, toll fraud will continue to grow beyond the $5 billion problem it is today. We must
develop legislation that clearly defines and penalizes this criminal activity and gives law
enforcement the tools it needs to track and prosecute the perpetrators of toll fraud.

Toll fraud is an illegal, fraudulent theft of service. I am encouraged that if we all work together
we can make a positive impact on this terrible problem.

Sincerely, é D
/) /M({//Wl .




